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Most of the material is owned by others and is in the public
domain, found over the Internet. The Speaker has employed the
material for educational use only. References will be clearly
Indicated in the definitive version of this material that will be
presented shortly. Individual use should be avoided and, in any
case, the users are responsible for any charges that their use
may incur.
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Industry 4.0 Enabling
Technology: the Internet

UNIVERSITA DEGLI STUDI
of Things

DI GENOVA

 The Internet of Things (IoT) is the network of physical objects
or "things" embedded with electronics, software, sensors, and
network connectivity, which enables these objects to collect
and exchange data.

« |oT allows objects to be sensed and controlled remotely across
existing network infrastructure, creating opportunities for more
direct integration between the physical world and computer-
based systems, and resulting in improved efficiency, accuracy

nd economic benefit.




loT Key Functions @
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* Internet of Things is not the result of a single novel technology, instead,
several complementary technical developments provide capabilities that
taken together help to bridge the gap between the virtual and physical
world. These capabilities include:

— Communication and cooperation
— Addressability

— ldentification

— Sensing

— Actuation

— Embedded information processing
— Localization

User interfaces
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More Connected Devices Than People

World
Population 6.3 Billion 6.8 Billion 7.2 Billion 7.6 Billion
Connected
Devices 500 Million 12.5 Billion 295 Billion 50 Billion
More
connected
devices
than
Connected : people : 3.47 6.58
Devices | | N
Per Person | | |

2003 2015 2020

[Source: Cisco IBSG, April 2011]



Smart Systems and the Internet of Things
are driven by a combination of:
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[Source: Postscape - htip://postscapes.com/what-exactly-is-the-internet-of-things-infographic |




SENSORS acruarons

We are giving our world a digital nervous system. Location data using GPS sensors. Eyes
and ears using cameras and microphones, along with sensory organs that can measure
everything from temperature to pressure changes.
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[Source: Postscape - hitp://postscapes.com/what-exactly-is-the-internet-of-things-infographic |




€3 CONNECTIVITY

These inputs are digitized and placed onto networks.
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[Source: Postscape - http://postscapes.com/what-exactly-is-the-internet-of-things-infographic |




€) PEOPLE & PROCESSES

These networked inputs can then be combined into bi-directional systems that integrate data,
people, processes and systems for better decision making.

[Source: Postscape - http://postscapes.com/what-exactly-is-the-internet-of-things-infographic |




Unlocking the Massive Potential of loT

Improved |

R Reduced Costs

Create Innovative New Revenue
Services Stream
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IOT Applications




The interactions between these

#® SENSORS + CONNECTIVITY + PEOPLE + PROCESSES

entities are creating new types
of smart applications and services.

Starting with popular connected devices already on the market .

SMART THERMOSTATS

nest

\Q

Save resources and
money on your heating
bills by adapting to
your usage patterns
and turning the
temperature down
when you're away from
home.

SMART OUTLETS

CONNECTED CARS

ACTIVITY TRACKERS

' belkin

Y BASIS

Continuously capture
heart rate patterns,
activity levels, calorie
expenditure and skin
temperature on your
wrist 24/7.

Tracked and rented
using a smartphone.
Car2Go also handles
billing, parking and
insurance automatically.

Remotely turn any
device or appliance on
or off. Track a device’s
energy usage and
receive personalized
notifications from your
smartphone.

[Source: Postscape - http://postscapes.com/what-exactly-is-the-internet-of-things-infographic |

PARKING SENSORS

STREETLINE

CONMICTING THE RL AL wORLE

Using embedded
street sensors, users
can identify real-time
availability of parking
spaces on their phone.
City officials can
manage and price
their resources based
on actual use.



[Source: Postscape - http://

TO ® DIVERSE APPLICATIONS

HOME
CONSUMER

"v'
o ?

Light bulbs

Security

Pet Feeding
Irrigation Controller
Smoke Alarm
Refrigerator
Infotainment
Washer |/ Dryer
Stove

Energy Monitoring

HEALTH
BODY

TRANSPORT
MOBILITY

Patient Care

Elderly Monitoring
Remote Diagnostic
Equipment Monitoring
Hospital Hygiene

Bio Wearables

Food sensors

Traffic routing
Telematics

Package Monitoring
Smart Parking
Insurance Adjustments
Supply Chain

Shipping

Public Transport
Airlines

Trains

ostscapes.com/what-exactly-is-the-internet-of-things-info

HVAC

Security

Lighting
Electrical

Transit
Emergency Alerts

Structural Integrity

Occupancy
Energy Credits

CITIES

INDUSTRY

Electrical Distribution
Maintenance
Surveillance
Signage

Utilities | Smart Grid
Emergency Services
Waste Management




Create Better Experiences to
Build Better Relationships

Create and Expand New
Markets and Services

Deeper Insights
for Greater
Decision Making

Empower People/
Increase Efficiency

|

[Source: http://www.telecomreseller.com/2014/01/11/cisco-study-says-ioe-can-create-savings/]



Smart Building
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= Poised to generate $1 00Billion by iowering operating

costs by reducing energy consumption through the integration
of HVAC and other systems.

[Source: http://www.telecomreseller.com/2014/01/11/cisco-study-says-ioe-can-create-savings/]




Gas Monitoring
aemn <. v I

senerate USD 69BIllion by reducing meter-reading costs and increasing the
accuracy of readings for citizens and municipal utility agencies.
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create USD 41BIlioN by providing visibility into the availability of
parking spaces across the city.

Smart Parking

Residents can identify and reserve the closest available space, traffic wardens
can identify non-compliant usage, and municipalities can introduce demand-
based pricing.

[Source: http://www.telecomreseller.com/2014/01/1 1/cisco—study—says—ioe—can—create—saving‘s/]\



.
Water Management

Could generate USD 39B|"|On by connecting the household water meter over an IP
network to provide remote mformatlon on use and status
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Things get interesting when these connected devices and services start creating

COMPOUND APPLICATIONS

within their own verticals and across industries:

O

[Source: Postscape - ]




FOR EXAMPLE

PN TRANSPORTATION + SMART CITIES I,

Sofia and her son Luis are on their way
Downtown for an appointment. B

Wireless sensors embedded in the parking lot
help direct the car to an open spot in the city :
while also initiating the parking fee. B )

etooe, Using the cars's parking details the
’ g “ """" vehicle schedules a mobile mechanic to
change the oil while the two are away

-
\\\‘: f for the afternoon.

o o’

In Downtown San Francisco 20-30% of all traffic congestion
is caused by people hunting for a parking spot.

San Francisco Municipal Transportation Agency (SEMITA)

[Source: Postscape - htip://postscapes.com/what-exactly-is-the-internet-of-things-infographic |




HEALTHCARE + SMART HOME

Wireless sensors throughout his house help
measure healthy activity levels, sleeping

patterns and medication schedules. sescceccne
Aging uncle Earl is still living ’

isolated at his home and you are
concemed about his safety.

R R R R R L

[ ] Alerts are automatically
sent to health care services
ﬁ and authorized family
members if any abnormal

activity is detected.

..........................

40 million adults age 65 and over will be
living alone in the U.S, Canada and Europe.

- US. Department of Health and Human Services: Administration for Commumnity Living (ACL

e SMART BUILDINGS + MOBILITY e

Anna is being pressured to reduce her company’s
expenses for their new corporate office. (“

After speaking with experts she decides to install sensors to automate energy
usage according to building occupancy, people flow, temperature, and other
ambient conditions — improving the building's overall efficiency.

Energy used by commercial and industrial
buildings in the US creates nearly 50% of
our national emissions of greenhouse gases.

United States Enviconmental Protection Agency

[Source: Postscape - htip://postscapes.com/what-exactly-is-the-internet-of-things-infographic |




Growth of “Things” Connected to the Internet

During 2008, the number of things By 2020 there will be
connected to the internet exceed 50 billion things
the number of people on earth

om=®
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2015

2020



More
Important

Evaluated understanding

Understanding Appreciation of

Knowledge Answers to questions.

Answers to WHAT
Information
WHERE WIET=YP questions

Symbols

Less
Important

The more data that is created, the better understanding and wisdom people can obtain.



Sensor Classification Scheme Based on Ownership

mw Commercial
Personal and Households Providers

g+

| -

All personal items, such as mobile phones, wrist Private business Public infrastructure Business entities who

watches, spectacles, laptops, soft drinks, food items organization has the such as bridges, deploy and manage

and household items, such as televisions, cameras, right to take the roads, parks, etc. All sensors by themselves by

microwaves, washing machines, etc decision whether to the sensors deployed keeping ownership. They
publish the sensors by the government will earn by publishing the
attached to those be published in the sensors and sensor data
items to the cloud or cloud depending on they own through sensor
not. government policies. publishers.

[Source: “Sensing as a Service Model for Smart Cities Supported by Internet of Things”, Charith Perera et. al., Transactions on Emerging Telecommunications
Technology, 2014]



The Sensing-as-a-Service Model

Sensors and Sensor Publishers Extended Service Sensor Data
Sensor Owners Providers Consumers

[Source: “Sensing as a Service Model for Smart Cities Supported by Internet of Things”, Charith Perera et. al., Transactions on Emerging Telecommunications
Technology, 2014]



loT Applications - Examples




Smart Home Scenario — Interactions in Sensing-as-a-

Service Model

Cloud platform that supports
sensing as a service

ERDE ¢ SECRETE

RDIF tagged RDIF tagged
Ice Cream Cheese Packet

lce Cream
Manufacturer

Wireless Access Point
at Mike's house

== Door Sensor Reader
RFID Reader

Temperature Sensor = = = Sensor Data Flow
-------- Permission and Access Control Flow

[Source: “Sensing as a Service Model for Smart Cities Supported by Internet of Things”, Charith Perera et. al., Transactions on Emerging Telecommunications
Technology, 2014]



Efficient Waste Management in Smart Cities

Supported by the Sensing-as-a-Service

Infrastructure with access to
energy sources and long range

Cloud platform that supports ) City
sensing as a service ;% Council

Ll
o
LY

ecycling
Plant

Mgnufacturing

Health and Safety
% Authorities

Garbage Cans

Garbage Cans
(with low cost passive sensors)

Garbage Trucks (as data collectors)
(with active sensors)

[Source: “Sensing as a Service Model for Smart Cities Supported by Internet of Things”, Charith Perera et. al., Transactions on Emerging Telecommunications
Technology, 2014]



IOT Application Scenario - Shopping

Honey, could
t those
ss in Aisle 7.

As the shopper enters the store,
scanners identify her clothing
by the tags embedded in her
| nts, shirt and shoes. The store
nows where she bou
everything she is wea

A microchip embedded
in her credit card talks
to the checkout mader

(2) When shopping in the market, the goods
will introduce themselves.

(1) When entering the doors, scanners will
identify the tags on her clothing.

(4) When paying for the goods, the microchip
of the credit card will communicate with
checkout reader.

As she removes Amderatm&mcm
the reader in the

s her purchases.
shelf recognizes No shoplifting here because
the need o restock the reader catches everythin
and alerts the staff. 9

she is carrying.

Ilustration by Lisa Knouse Braiman for Forbes

(3) When moving the goods, the reader will tell
the staff to put a new one.




Efficient and Effective Collaborative Research

Supported by Sensing-as-a-Service Model

Microbiologists Agriculturists Bio Agricultural
Scientists Sgi_en_t\ists

Academic
Institutions
and Students
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Fiowering

The sensing-as-a-service model allows researchers
to share resources across borders and understand

phenomenon which are not available in their own
countries.




Crowdsensing
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Smartphone as Your “Sensing Assistant”

Sensors:

+ Camera - “Eyes”

* Audio - “Ears”

* Accelerometer —
“Speed”

» GPS - “Location”

« Gyroscope —
“Movement”

 Compass - “Direction”

* Proximity — “Closeness”

* Ambient light - “Eyes”

* Others...

Crowdsourcing Via Crowdsensing

Context

Spatial - Location / Speed Orientation

Temporal — Time / Duration

Environmental — Temperature / Light / Noise Level

User Characterization — Activity (Mobility Pattern) / Social (Friends, Interactions)
Resource Availability — Storage / Memory / Computational / Battery

ahRhwN=



NoiseTube — Crowdsourcing of Pollution Data Using

Smartphones. What Motivates?

» Citizens and Communities concerned with noise
* Measure your daily sound exposure in dB(A) with
your mobile phone
« Tag noisy sources to inform the community about
them
* Visualize your measurements on a map and
contribute to the creation of collective, city-wide
noise maps
+ Compare your experience with that of others
» Local governments / city planners
* Improve decision-making by understanding local and
global noise pollution in your city using maps and
statistics
+ Get immediate feedback and opinions from citizens
» Give immediate feedback to citizens
* Researchers
» Get access to and analyze (anonymized) collective
noise data
* Find out what is important in soundscape perception
* Developers
* Extend our mobile app in whichever way you see fit

Low~  Motiaratel

« Use our environmental sensor web API to do your 3, Vi

Imagery Date: 77,2013 & 200

own web mashups

[Note: See Google Map View]



The Satellite Role in the loT
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Customer Lack
of Knowledge

Operator Lack of
Domain Experience Also:

Complex Value Chain Limited certified
devices for
hazardous areas
Terrestrial Competition
Various field device
integration
Resistance to Change - technologies
Chicken & Egg problem

Security/Data Ownership

Interoperability
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Improved throughput and cost will drive multiple sectors to
embrace satellite loT for operational efficiency e.g. in

Maritime

« Will drive using higher frequencies -y
(Ku/Ka) instead of L-band oo s 000080

1980 1990 2000 2010 2020

* e.g. low cost, multi-technology mobile devices

e.g. for smart connected cars
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* e.g. for remote asset monitoring

Cost effective solution for |oT if different service packages

are implemented

Spanning the whole value chain




EUSPACE

European Union in Space

JEAN MONNET UNIVERSITA DEGLI STUDI
MODULE DI GENOVA

Sensing in Complex Environment

» Poor sensor data quality due to sensor
quality, environment and maintenance issues

Scalability & Interoperability

» Data tsunami with thousands to millions of
Devices
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The End

Thank you for your attention!!
Thank you to the Speaker Prof. Mario Marchese

Questions? Please send emails to
igor.bisio@unige.it




