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Cyber Security and Cyber Space 

During these last years, the most important effect of the evolution of IT environments has been the origin of Cyber Space as a result for the Internet use by all subjects in

the world, that is Individual Users, Public or Private Organizations, Government Agencies and Military Forces. It could be possible to compare old IT environments with

the new one as the difference between two architectures expressed in artistic form by the pictures of Utrillo painter with his “Paris Perspectives” and the “Winter Palace”

in San Pietroburgo. In fact:

• Yesterday: many different environments but side-by-side (Utrillo picture)

• Today: just one big environment (Winter Palace in San Pietroburgo)

For this reason a Cyber Attack tailored against a specific target becomes an attack for all subjects on the Internet, so a malware used for a specific goal become a risk

for all connected people and Organizations. Then it is possible to say: the Cyber Space is a unique Cyber Domain with a Dynamic Threat Landscape.
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Officially, Cyber Space is defined in standard ISO/IEC 27032 “Guidelines for Cybersecurity ” as: “The complex environment resulting from the interaction of

people, software and services on the Internet by means of technology devices and networks connected to it, which does not exist in any physical form.”
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Today IT and Activities are strongly interconnected 
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With the traditional IT (Information Technology) is emerging the OT (Operational Technology) connected to the networks: OT includes the HW/SW

components present in Industrial Control Systems and Products.

The convergence of the IT / OT worlds determines a hybrid environment that can be defined as IoT (Internet of Things), consisting of the use of

information technologies within industrial and consumer systems and / or products and the related interconnections with the outside world..
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APT Attack Description  

� Step_1: Initial Compromise. It represent the method that intruder uses to penetrate a target Organization by targeting single users. (North-South

movement)

� Step_2: Enrollment (Establish Foothold). It ensures that the victim’s computer will be controlled by the attacker from outside.

� Step_3: Escalation of Privileges. It involves acquiring information for accessing to other resources by obtaining for example username & password.

� Step_4: Move Laterally (Internal Reconnaissance and Maintain Presence). The intruder collects information about the victim environment in order to

move laterally (East-West) to other computers.

� Step_5: Actions on Targets (Complete Mission). The main goal of APT intrusions is to steal data, including intellectual property, business contracts, …
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Information Security: what does it concern?

Nowadays for the Organizations:

• counteracting cyber attacks and computer frauds

• protecting Information and critical Assets

are very complex activities that require multidisciplinary approach and knowledge.

For this reason Technology alone is not sufficient and adequate to protect IT infrastructures, Networks, Systems and Digital Information: instead the

definitive solution is represented by the definition and implementation of an ISMS process tailored to the needs of the Organization.
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Information Security: when is an information secure? 

Information have a lot of properties but regarding Information Security, based on a NIST definition in 1995, International Standards state that:

“Information Security consist in preservation of Confidentiality, Integrity and Availability properties” , also called the CIA Triad, where:

• Confidentiality: it is concerned with the protection of sensitive data from unauthorized disclosure.

• Integrity: it is concerned with the correctness or accuracy, preventing data modifications by unauthorized users.

• Availability: it assures that a system’s authorized users have timely and uninterrupted access to the data.

Other important properties concerning Information but not required for Security are:

• Reliability: ensuring certainty and truthfulness

• Accountability: holding individuals responsible for protection and appropriate use

• Authenticity: confirmation of identities

• Verifiability:to proving the truth

• Non-Repudiation: preventing a subject from denying having done an action
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Information Security: when is an information secure? 

The security term CIA triad (Confidentiality, Integrity and Availability) is used to define security goals and to clarify the need for specific application
and software security. For this raison, for an Organization it is recommended to consider Data Classification in function of CIA Triad.

Confidentiality, Integrity and Availability International Standard ISO/IEC 27000 definitions: 

• Confidentiality ensures that computer-related assets are only accessed by authorized parties. Being authorized to "access" a particular asset 
means, viewing, printing or simply knowing about the existence of the asset. In this case the access to Information is in Read-Only mode.

• Integrity means that only authorized parties can modify, create, delete, change status etc. on computer-related assets. In this case the access to 
Information is in Write mode.

• Availability concerns having the right access to computer-related assets at the right time. 
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Basic Information Security Principles  (3/3)

Defense in Depth: as in a medieval castle, the principle suggests that multiple layers of security controls should be placed throughout an IT 

infrastructure to provide redundancy in case a security control fails or a vulnerability is exploited.

In this model, adopted in the Company, different Layers are inserted within Organization and their processes: from  the outermost, the Perimeter 

Defense layer, to go through the Network Security layer and coming to the innermost, the User and Service delivery layers.
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ISMS Fundamentals - What does it mean «Make Security»: it is a multidisciplinary process 

“Making Security” is a multidisciplinary process and means:

• developing activities during three time phases for counteracting accidents: Prevention, Detection and Reaction 

• dealing with three different expertise areas: Technological, Organizational and Legal 

Security has always been synonymous with Prevention, but in recent years cyberattacks have required the enhancement of the Detection 

phase without which the defense is not comprehensive and effective.

For this reason it is necessary to remember that the Prevention is ideal but the Detection is a must.
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Information Security Management System (ISMS) Process

Today the Real Life of “Making Security” process is different from the past. In fact it is clear that:

• IT System Threats and Vulnerabilities are growing;

• The contrast between Attacker and Defender is asymmetric so the Defended can’t protect effectively Company IT infrastructure and

systems with only technology and the Prevention activity alone is inadequate and insufficient for protection.

Therefore it is essential to adopt a multitasking process where a continuous Security Monitoring activity has to be performed with

appropriate tools and dedicated Resources (e.g. SOC) in order to maximize the Detection results: the figure wants to highlight that the

time dedicated to Security Monitoring & Detection phase is the highest time within the ISMS process.
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Deming PDCA cycle is an iterative and management method for the control and continual improvement of processes 

and products and it is based on the feedback theory.
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Information Security Management Process (ISMS)

As for all Management Systems, also ISMS is based on PDCA Deming Cycle.

To assure correct and appropriate Management of Information Security in function of Business goals and Company
requirements, an approach based on factual data is requested, in particular to address:

• Plan phase by Risk Assessment and Treatment activities (Top-Down approach);

• Act phase by Controls Activities as Vulnerability Assessment and Penetration Test activities (Bottom-Up approach)
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ISMS Process Description: RACI Table

As mentioned before, the ISMS process adopted by the Company has been divided in the following four sub-processes, in

accordance to to the international standards ISO/IEC 27001:2013 and ISO/IEC 27002:2013:

• Strategy/Governance/Risk

• Design

• Execution

• Control

with different Accountabilities between CSAC and IT Depts. to respect the Separation of Duties principle.



ISMS Process Description Example

ISMS process consists of four sub-processes: Strategy/GRC – Design – Execution/Operation and Control.

Since Information Security is pervasive within IT infrastructure, systems and networks, the ISMS has to guarantee to the Company the correctness and

transparency of the activities carried out.

For this reason, the Separation of Duties principle has been applied and different accountabilities have been assigned to four sub-processes: IT Dept. has

the Accountability for Design and Execution/Operation phases (with exception of Security Incident Management, assigned to IS Dept.) while IS Dept. has

Accountability for Governance/GRC and Control phases. 46





The ISMS requires also several documents as policies, standards, guidelines, procedures and baselines

• Policies: High level statements of principle or course of action governing the Information Security of Organization

• Guidelines: documents providing non–authoritative guidance on policy or standards

• Procedures: set of documents describing step-by-step or detailed instructions for implementing or maintaining security controls

• Instructions: specific configuration for technologies and systems that are designed for easy compliance with established Policy, Guidelines

and Procedures
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SOC & CERT

ISMS process defines and assigns  different Accountabilities and Responsibilities to IS and IT Depts. 

SOC has the capabilities to analyze information to identify potential risks and intrusion attempts that eventually will be escalated to

CERT in order to respond promptly to any cyber incident. In summary, SOC/CERT functions are:

• Proactively monitoring data and security infrastructure;

• Effectively preventing and managing security incidents and threats
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Monitoring and Detection Activity

As it has been said before, the Monitoring and Detection activities are mandatory.

The M. Proust sentence is significant to understand an important truth: by IT system logs analysis often we can understand

what’s happening, anticipating the occurrence of a security incident.

But we must look!!!



By combining preventive controls and detection activities, the best protection will be obtained.

In fact Defense in Dept is used to slow down the attacker: for examples Firewall block unwanted network traffic, Access Controls restrict who can see what within

the IT systems and require to attacker tools, techniques and time for overcoming these barriers. It is possible to compare Preventive Controls to a maze.

But Defensive Controls are not enough: attacker has plenty of time to examine the obstacles and figure out a way around it.

Then with Detection activities, it is possible to generate alerts to defenders in such a way the attackers do not know which steps are safe and which are not: the

Detection in fact is a similar to a minefield, where a person cannot see obstacles and does not know which step are right ones.
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Cyber Attack Sequence in Detail and Responding to Incident Process

In Fig.1 a typical today cyber attack is described. Because the malware lateral movement (i.e. inside the organization) represents the real

danger that can generate serious damage (e.g Wannacry attack), an effective Security Incident Management process for responding to

Incident has to be defined.

In Fig. 2 a typical Security Incident Management process model is shown as described in slide 57.
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VirusTotal was founded in 2004 as a free service that analyzes files and URLs for viruses, worms, trojans and other kinds of malicious

content. It inspects items with over 70 antivirus scanners and URL/domain blacklisting services

https://support.virustotal.com/hc/en-us/articles/115002126889-How-it-works
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ISO/IEC 27001 Structure (1/2)

The ISO/IEC 27001 (formally known as ISO/IEC 27001:2013) international standard is a specification for an Information Security
Management System (ISMS).

The standard covers all types of organizations (e.g. commercial enterprises, government agencies, non-profits), all sizes (from
micro-businesses to huge multinationals), and all industries or markets (e.g. retail, banking, defense, healthcare, education and
government).

An ISMS may be certified compliant with ISO/IEC 27001 by a number of Accredited Registrars worldwide.

The auditors will seek evidence to confirm that the ISMS has been properly designed and implemented, and is in fact in operation



ISO/IEC 27001 Structure (2/2)

ISO/IEC 27001:2013 has the following main sections:

• 4 Context of the organization - understanding the organizational context, the needs and expectations of ‘interested parties’ and defining the scope of the ISMS. Section 4.4 

states very plainly that “The organization shall establish, implement, maintain and continually improve” the ISMS.

• 5 Leadership - Top Management must demonstrate leadership and commitment to the ISMS, mandate policy and assign information security roles, responsibilities and 

authorities.

• 6 Planning - outlines the process to identify, analyze and plan to treat information risks, and clarify the objectives of information security. 

• 7 Support - adequate, competent resources must be assigned, awareness raised, documentation prepared and controlled.

• 8 Operation - assessing and treating information risks, managing changes, and documenting things, so that they can be audited by the certification auditors).

• 9 Performance evaluation - monitor, measure, analyze and evaluate/audit/review the information security controls, processes and management system

• 10 Improvement - address the findings of audits and reviews (e.g. nonconformities and corrective actions), make continual refinements to the ISMS.



ISO/IEC 27002 International Standard «Code of Practice for Information Security Controls»

ISO/IEC 27002:2013 gives guidelines for organizational information security standards and information security

management practices including the selection, implementation and management of controls taking into consideration

the organization's information security risk environment(s).

It is designed to be used for:

• selection of controls within the process of implementing an Information Security Management System based on

ISO/IEC 27001;

• implement commonly accepted information security controls;

• develop their own information security management guidelines.
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