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Introduction

- Spain & outer space:

- International law & international
cooperation

- A Space Legislation? A Space
Agency?
- Spain: cyber security & outer space
security:
- First New Legislation and Strategy




Spain & outer space

Spain: State Party (2018):
— Outer Space Treaty, 1967 (1969)
— Rescue Agreement, 1968 (2001)

DI GENOVA

— Liability Convention 1972 (1980)

— Registration Convention, 1974 (1979)
— Moon Agreement, 1979 (NO)

— Other (NTB)

Spain: State Member (2018):
— ESA (1975)
— UNCOPUOS (1980;1994)
— EU (1986)

— Other (ITSO, IMSO, EUTELSAT,
EUMETSAT, ITU)




Spain & outer space

ESA:

— Contribution to ESA Budget (optional
programmes): 5-7%, 150M€ (5/6th
position)

—2015-2022: 1.368,5M€

Space Industry:
— 720 M€
— 3.384 high-qualified jobs (2014




Spain & outer space
- A National Space Legislation? -

« ROYAL DECREE 278/1995, 24th
—ebruary 1995, establishing In the
Kingdom of Spain of the Registry
foreseen in the Convention adopted
by the UNGA In 1974

8 * Telecommunications Act, 2003
o Other...




Spain & outer space
- A National Space Legislation? -

Press news in 2014/2015:

— A group of experts is making a study
since 2012 (?)

— 4 Ministries concerned (Defence,
Treasury & Public Administration
Services, Public Works, Economical
Affairs)

— No official project is presented by the
government (national elections 2015 &
2016) .




Spain & outer space
- A National Space Legislation? -

* Project 2014: Space Activities Act:

— Legal framework for space activities,
according to international law (OST
1967)

— Protection for:

* National Security & Defence

o Security for air & space activities; orbital
and suborbital flights



Moderador
Notas de la presentación
Deroga Orden de 4 mayo 1968: regula en territorio nacional los lanzamientos de ingenios espaciales de cualquier clase de carácter privado


Spain & outer space
- A National Space Agency? -

5 Ministries:
— Defence: INTA + DGAM
— Public Works: AENA + GALILEO

— Industry, Energy & Tourism: industry,
SME, telecommunication and
Information

— Agriculture, Food and Environmental
Affairs: AEMET (Meteosat)

— Economic Affairs & Competitiveness:
CDTI (ESA)




Spain & outer space
- A National Space Agency? -

INTA (1942): Public Research Organization
~eemerenson | SPECIAlIZEd In @aerospace research and technology
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development

— Functions:

« Acquisition, maintenance and continuous
Improvement of all those technologies that can be
applied to the aerospace field

« Performing all types of tests to check, approve and
certify materials, components equipment items,
subsystems and systems that have an aerospace
application

* Provide technical assessment and services to
official bodies and agencies, and also to industrial
or technological companies

« Act as a technological centre d for the Ministry of 1
Defence




Spain & outer space
- A National Space Agency? -

CDTI (1977): Public Business Entity,
wegrecoso | gswering to the Ministry of Economy
and Competitiveness

- Functions:

Financial and economic-technical assessment of
R&D projects implemented by companies
Managing and fostering Spanish participation in
International technological cooperation
programmes

Fostering international business technology
transfer and support services for technological
Innovation

Supporting the setting up and consolidating
technological companies 11




Spain & outer space
- A National Space Agency? -

 Mrs. B. Cristeto (Ministry of Industry,
Energy & Tourism) announce at the end
of 2014 the government’s will to create a
Spanish Space Agency

 Inter-Ministerial Commission: 4 Ministries
concerned (Defence, Treasury & Public
Administration Services, Public Works,
Economical Affairs)

« Name (?); legal nature (?); mission (?);
structure (?); resources (?); budget (?)...

12



Spain & outer space
- A National Space Agency? -

TEDAE (Space industry Association):
positive reaction:

e Need of one voice, one strategy

e Governmental Agency

e “Adapted size” to Spain (not like as big as
NASA or CNES)

e Preferred model: UK Space Agency

e Reorganisation of existing resources +
exceptional addition of new resources
(economical and financial crisis)

e Desirable deadline: 2016 (Spain chairs the
ESA Ministerial Council) — 2019 (Spain will
organise and host the ESA Ministerial
Council)

UNIVERSITA DEGLI STUDI
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Spain: cyber security
& outer space security

waraso | - The National Security System:
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- Before 2015: Strategies:

National Security Strategy 2013

National Cyber Security Strategy 2013
National Maritime Security Strategy 2013
National Energy Security Strategy 2015

- 2015:
- National Act 36/2015, of 28 Sepit.

- National Security Strategy, RD 1008/2017,
of 1 Dec. 14




Spain: cyber security
& outer space security

UNIVERSITA DEGLI STUDI - N a.ti O n al ACt 2 O 1 5 :
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- Art. 10: fields of special interest for
National Security:
- Cybersecurity
Economic and financial security
Maritime security
Airspace and outer space security
Energy security
Health security
Environmental protection




Spain: cyber security
& outer space security

e | - National Security Strategy: A shared
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project, by all and for all (NSS
2017):

- Security is one of the basic pillars of an open
and democratic society such as Spain’s, and
an essential condition for its prosperity and
progress

- This Strategy is the benchmark framework for
Spain’s national security policy, a State policy
based on a broad conception of security

16



Spain: cyber security
& outer space security

wemsmeorasn | = NSS 2017
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- It aims to contribute to security within the EU

and internationally by promoting cooperation
and compliance with international law

- It identifies:

- The threats that jeopardise or undermine national
security

- The challenges that, while not constituting threats
as such, could generate vulnerabilities, provoke
situations of instability, or propitiate the emergence
of new threats

17
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Spain: cyber security
& outer space security
- NSS 2017

- The main threats identified are:

- Armed conflicts (land, air & naval military + cyberspace, & outer
Space capacities )

- Terrorism

- Organized crime

- Proliferation of weapons of mass destruction

- Espionage

- Cyber threats

- Threats to critical infrastructure.

- The main challenges to be addressed:
- Economic instability
- Energy-related vulnerability
- Migration
- Emergencies an d disasters

- Epidemics and pandemics 18
- Climate chanae



Spain: cyber security
& outer space security
- NSS 2017

- These threats and challenges do not exist in
isolation, but are interconnected

- Their effects are not limited by borders, but
frequently materialize in global common
spaces “characterized by easy access and
weak regulation can easily become theatres
of confrontation”, such as:

- Cyberspace (operations)
- Maritime space (world trade)
- Airspace and outer space

19


Moderador
Notas de la presentación
P. 66 / 70
Threats and challenges occurring in global common spaces:
Cyberspace, maritime space, airspace and outer space are global common spaces. They connect the world and enable the free circulation of people, goods, information, services and ideas. These spaces are open to all States and individuals—no one can be prevented from using them. They have no physical borders, and in general are not subject to State sovereignty or jurisdiction. Regulation of these spaces is weak and it is difficult to attribute liability for offences committed them.

Therefore, global common spaces constitute an ideal playing field for the development of threats to national security. The regulation and proper management of these spaces has a collective dimension, for which international cooperation and mutual assistance are key.

Moreover, in addition to any disruption occurring in global common spaces it is important to consider the likeliness that any functional and informational disconnection would lead to the wide propagation of a sense of uncertainty. This scenario makes it advisable to develop crisis management mechanisms with a wide-reaching vision and based on resilient structures.

Vulnerability of airspace and outer space

Certain infrastructure, such as that related to energy, financial information flows, or the normal operation of certain services that are essential for society, are dependent on the adequate use of outer space and cyberspace.

Airspace can be a scenario for violations of security and the international order by State and non-State actors. Actions against commercial aviation and navigation control systems, and all kinds of illicit trafficking using air routes, are examples of how the worldwide order could be disrupted. 

The possible use of remote-controlled aircraft (drones) for aggressive or illicit actions by States or non-State organizations constitutes another current example justifying the protection of airspace. 

Furthermore, far-reaching high-tech weapons, highly sophisticated reconnaissance and surveillance equipment, navigation systems, and a considerable part of digital information exchange all depend on satellite communications. In this regard, the easier access to satellite technology offered by the decrease in costs has opened up great opportunities in areas such as space exploration, but at the same time involves significant risks, such as the increase in space debris. 

Competition among States for access to, and use and control of outer space will continue to rise, given its great strategic and commercial value. The deployment of anti-satellite technologies designed to disable or destroy satellites could increase global tension 



Spain: cyber security
& outer space security

- NSS 2017 identifies 5 general

objectives guiding State action:

- Develop the comprehensive crisis
management model

- Promote a culture of national security

- Foster the proper use of global common
spaces

- Emphasize the security dimension in
technological development

- Strengthen Spain’s international profile

UNIVERSITA DEGLI STUDI
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Moderador
Notas de la presentación
p. 86
Foster the proper use of global common spaces

The global interconnected fabric of cyberspace, maritime space, airspace and outer space constitutes a set of functional networks whose security is key to the international order.

Any action contravening the proper use of these spaces is critical, given the difficulty in conducting surveillance, monitoring and responding to any illicit act, and the significant impact that different forms of functional and informational disconnection may have.

Proper management in such multipurpose spaces requires coordinated processes and flexible structures that take into consideration the interests and responsibilities of international organizations, States, and non-State actors. Furthermore, given that global common spaces can nowadays operate as scenarios for confrontation, Spain needs to adapt the national strategic framework to this reality.


Spain: cyber security
& outer space security

- NSS 2017 establishes 15 areas of
action:

- Some are traditional, such as:
- National defence
- Counterterrorism
- Cybersecurity
- Combating organized crime.

- Others are new, responding to the new security panorama
such as:

- Protecting the environment, and particularly combating
climate change

- Security aspects of epidemics and pandemics
- Airspace and outer space security

UNIVERSITA DEGLI STUDI
DI GENOVA
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Spain: cyber security
& outer space security
- NSS 2017

- Establishes a number of initiatives to

— strengthen Spain’s National Security System
and improve the coordination and
effectiveness of State action

- Calls for further development of Spain’s crisis
management system:
- Approving a National Aerospace Security Strategy
- Creating a National Aerospace Security Council

- Reviewing the existing sectoral Strategies in the
areas of maritime security, energy and
cybersecurity

22
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Notas de la presentación
p. 104
Objective : Airspace and Outer Space: 
Guarantee security in airspace and outer space within a shared framework aimed at counteracting the threats and challenges that arise in these environments, and neutralizing the consequences thereof, in accordance with the principles of efficiency and utmost coordination, in both the use of analysis and evaluation capabilities and of capacities to respond to challenges. 

LINES of ACTION:

1. Promote coordinated action by all public administrations and ministries with responsibilities in matters concerning airspace and outer space, allowing for the establishment of synergies and the identification of common solutions. 	

2. Strengthen the capacities of national bodies and institutions—both public and private— with responsibilities in these areas, to address the different threats and challenges inherent in airspace and outer space. 	

3. Continue risk analysis and assessment of measures to counter cyberattacks, terrorist acts, crimes and other conflicts affecting airport facilities or air transport within or outside Spanish airspace. 	

4. Bolster development of legal provisions concerning civilian use of remotely piloted aircraft, ensuring the necessary balance between the safety and security of people, facilities and other airspace users, and the technological and economic development of a thriving industry in Spain. 	
5. Support Spain’s role at the international level in terms of the commitments and responsibilities undertaken in the field of security in airspace and outer space. 


Conclusion

e Two aims to achieve:

— The Spanish Space Legislation should rule,
at least, the main aspects about space

DI GENOVA

activities, according to our international
obligations

— The Spanish Space Agency should play a
role as the main responsible for strategic
decisions in space (civil) programme and to
provide a single voice for Spain space
objectives and interests

« It will give Spain greater coherence & visibility
(internal & external) as a Space Power

* A real will or an electoral objective?

23



Conclusion

- Spain: cyber security & outer space
security:
- First positive step: a New Legislation

and Strategy, including outer space
aspects

- Need of further development (Council
and Specific Strategy)

24
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Any question?

Thank you!
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